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ABSTRACT

Danmage control communi cations should be inproved
onboard US Navy ships. Current standard operating
procedures are antiquated and should be replaced. Wreless
networks are an inprovenent over the status quo and nobile
devices offer new capabilities that greatly inprove the
situational awareness for team nenbers.

In this thesis, a system architecture is designed for
a damage control wirel ess | ocal area network wth
Commerci al - O f - The- Shel f conponents. This nakes the system
af fordable and prevents previous m sconmunications from
occurring.

The ability to view the information on different
devices effectively is a unique problem to the nobile user

and requires the use of content repurposing at the server.
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. 1 NTRODUCTI ON

A | NTRODUCTI ON

Al'l Navy ships nust acconplish many tasks to carry out
their assigned m ssions. These include propulsion,
el ectrical power generation, weapon delivery, snmall boat
operations, and a nyriad of others. However, the nost
important of these tasks is keeping the ship afloat, and to
do this, damage control (DC) plays an inportant role for
all Sailors. DC is considered such a critical activity
that when Sailors check onboard a ship, they all receive DC
training and then conplete basic DC as their first
qualification. Everyone, regardless of their rate, 1is
responsi bl e for keeping the ship afl oat.

However, current DC processes use anti quat ed
technology and nethods to conmunicate, such as sound-
powered phones, radios, and grease pencils with |amnated

dr aw ngs. This is unacceptable, since the speed of
information dissemnation is a nmmjor factor in the
effectiveness of the decision naking in DC Sl ow and

i nadequate conmunication Jleads to significant problens
which inpede effective DC, including Ilow situationa
awar eness and del ayed acti on. The use of nobile devices
and wireless comunication can help alleviate nmany of the
existing problenms and enable the DC organization to be
better organized for a nore concerted and rapid response.
An additional benefit of this inproved conmuni cati on can be

reduced manpower needs for DC

Previous thesis wrk by Sayat researched the

feasibility of a wreless LAN (WAN) and pen-based
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conputers to enhance damage control efforts and |og taking
onboard US Navy shi ps. He found that the benefits of such
a system outweighed the negatives and reconmended it for
future research [1]. Rothenhaus in his 1999 thesis cane to

t he sane concl usions [3].

The technical focus of this thesis is to develop an
architecture that supports |arge-scale, nulti-device, and
mul ti-network applications. Qur application focus is
achi eved by devel oping applications that enhance the user’s

capability and productivity while reducing the risk.

For this research, we chose to use a personal data
assistant (PDA) with a built-in canmera and 802.11b
networ ki ng capability using a wireless card. For real-life
depl oynment, however, a ruggedized PDA will be required so
that it can survive through the harsher environnment of DC
at sea.

1. Mobi | e Devi ces

Mobil e devices such as PDAs, nobile phones, and
Smart phones have becone tightly interwoven as an inportant
part of everyday |ives. In the past, these devices acted
as Personal Information Managenent (PIM tools but rarely
anyt hing nore. Now, because of recent advances, wreless
networking capabilities such as 802.11 and/or Bluetooth
cone integrated with many of the devices. These new nobile

devi ces have potential uses that greatly surpass PIM

A key reason for the nmassive wunder-utilization of
nmobil e devices is the lack of applications that deliver a
significant value to users [4]. Appl i cation devel opnent
must begin with a requirenent in the context of the users
t ask. For the successful devel opment of a nobile

2



application, one must wunderstand the application domain,
capabilities and limtations of the devices and networks
used, dynami cs of nobile use, and build a conplete solution

scenario while keeping the human factors in mnd [4].

Mobi | e devices offer many benefits to the user. They
are portable, integrated, lighter, and offer long battery
life. They provide great transmitting and receiving

devices for small anmounts of information.

2. Wrel ess Local Area Networks (W.ANs)

W.ANs add an extra dinension that wired LANs coul d not
offer which was nobility. Wth wred LANs wusers are
limted by the Iength of the connection. Wth W.ANs peopl e
can nove throughout a building wthout being connected to a
specific point in the building as long as they reside
within the range of a wreless access point (WAP) [ Note:
In this paper WAP will refer to the wireless access point
and not Wreless Application Protocol]. This capability
has nmade 802.11, the nost comobn wreless networking

protocol, very popular with users.

These W.ANs work by using electronagnetic waves to
deliver energy from one device to an access point. The
access point is connected to the network by a standard
Et hernet cabl e. IEEE (Institute of Electrical and
El ectronics Engineers) 802.11 is a shared, wreless |ocal
area network standard. It uses the carrier sense multiple
access (CSMA) / collision avoidance (CA), nmedium access
control (MAC) protocol. This standard allows for both
direct sequence (DS), and frequency-hopping (FH) spread
spectrum transm ssions at the physical [|ayer. The maxi mum
data rate initially offered by this standard was 2 negabits

3



per second. A higher-speed version, with a physical |ayer
definition under the 802.11b specification, allows a data
rate of wup to 11 negabits per second using DS spread

spectrum transm ssion. The standards committee in | EEE has

al so defined physical layer <criteria under the 802.11la
speci fication. This is based on orthogonal frequency-
division nmultiplexing (OFDM that will permt data transfer

rates up to 54 megabits per second [5].

Wireless Protocols

Mobile Server
Application Appiicetion
Network Network
;;D!tnﬂpiﬂﬂ;.n. L Rocass Falnt ;rpu}{tﬂn;:l:g 5

Interface, e.9. Interface, e.g.

Bridging Function

NDIS NDIS

Wireless
Link Layer

- Wire Physical
Wireless =5 Wireless
Physical Layer ik Physical Layer  LAYer e.g.

Wireless  Wire Link Layer,

Link Layer  e.g. ethernet Link Layer

Physical Layer

Figure 1.1 Wreless LAN Logical D agranmFrom Ref. 6)

W.ANs offer the following benefits over traditional

w red networks:

. Mobility — Users can be anywhere within the range
of an access point associated with their system
and receive needed information.[1]

. Cost — Initial cost of installation my be nore
expensive but overall cost and system life cycle
mai nt enance should be | ower. Al so, if machines
are noved then manpower is not needed to change
cabling.[1]

. Installation Flexibility - Wreless networks
allow users to use devices where cables cannot
reach. [ 1]

. Scal ability — Users can enter a network as |ong

as they use the proper SSID and WEP key. No
ot her routing of cable or wires is needed.

4



3. Mobi | e Devi ces and Wrel ess NetworKking

People in the nedical profession already take
advantage of PDAs being connected wirelessly to a network
server. These doctors connect their Palm devices through a
web browser to a web server to receive information about
patients. In Florida, a heart surgeon turned to a startup
conpany naned Teges which allowed doctors to receive the
patients’ information from inside the hospital. They al so
now have the ability to input photographs of patients which
can be wused for nmany purposes. For exanple, the main
purpose of the inmage sharing tool was to nonitor babies in
the Intensive Care Unit [7]. This networking ability
allows the Dr. Burke to “keep one hand on the sick baby and
one hand on the sick baby’'s data”. Their process is now
faster because the doctor does not have to go back and get
new files from the nurse every tine. Doctors only have to
use their nobile device to log into their network. Thi s
saves numerous man-hours and is nore efficient nedical

care.

Advances in networking and nobile device technol ogy
have begun changes in war-fighting capabilities never seen
bef ore. For exanpl e, DARPA has created the first
generation device called the Handheld Miltinmedia Term nal
Its main purpose is to identify friendly forces positions
thereby limting friendly fire engagenents for ground units
or groups. These devices are networked together and do not
require a set infrastructure to be in place [8]. The
met hods of wusing real-time networked information for DC
purposes will be simlar to how an Arny or Marine unit

net wor ked together would attack a target. The information
5



the DC |eaders receive allows them to make a decision on
the best points of attack. This will allow leaders in DC
organi zation to effectively send the DC team with the
reduced manpower necessary due to the raised situational
awar eness.
B. OBJECTI VE

The objective of the thesis is to develop a system
architecture to support the DC task aboard Navy ships. The
architecture shoul d:

- Support nobile devices communicating over 802.11b W.AN,
and

-Allow real-tine transmssion of rich content that
i ncl udes i mages and text.

C. ASSUMPTI ON
Maj or assunpti on: 802.11 RF signals will effectively
propagate throughout a US Navy ship for effective data

transfer. This is a reasonably safe assunption as an
802.11b network was installed on USS HOMRD (DDG 83) for
testing purposes and was successful [9]. Al so, previous

thesis work done at NPS by MConnell [2] shows the data

rate transfers of wirel ess networks onboard US Navy shi ps.

D. CHAPTER QUTLI NE
The thesis is organized as foll ows:

Chapter 11 discusses previous work done in this field.
It also provides a detailed background on how a ship
conbats a fire DC enmergency and content repurposing.
Chapter 111 discusses system design and architecture.
Chapter |V assesses human factors that are involved when
using nobile conputing devices. Chapter V is the

concl usi on and di scusses possible foll owon work.
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1. BACKGROUND | NFORVATI ON AND RELATED WORK

The first section of this chapter discusses background
information that is essential to understanding how nobile
devi ces and network enhance the DC decision naking process.
The subsequent sections give short sumaries of previous
research acconplished at the Naval Postgraduate School in
ny area of research.

A | NTRODUCTI ON TO CURRENT SHI PBOARD DC PROCEDURES

DC is a vital area onboard any ship, but especially
onboard the warships of the US Navy. In recent history,
effective damage control saved the follow ng ships: USS
STARK, which was hit by Iragi mssiles, USS SAMJEL B.
ROBERTS which hit a mne, and USS COLE, which was attacked
by terrorists. Qobviously due to the nature of the
mlitary, a high premumis placed on DC readi ness. During
an energency, there is a risk of a fire, flood, or other
energency spreadi ng quickly and uncontrollably. To prevent
this from occurring, the leaders in the damge control
deci si on nmaki ng process nust have the information they need
quickly in front of them to ensure they have proper
situational awareness and can quickly pass the infornmation

to the correct personnel.

Al'l Navy ships have sinmilar procedures for conbating
energencies such as a fire in an engine room These
procedures wll be outlined so that the reader can
understand the flow of information and can then understand

how nobi |l e devices may facilitate the DC process.

As soon as fire is discovered, it is announced over

the public announcenent system The Damage Control

7



Assistant (DCA), who l|eads the overall DC organization
during these energencies, assumes responsibility for over
all DC efforts in Damage Control Central (DCC). DC Repair
Stations (DCRS) are storage |lockers and nodes in the
command and control of DC efforts. The repair station
per sonnel assenble concurrently once the alarm occurs. The
DCA orders the investigators to begin their search for

damage.

Reports fromthe repair station begin to flow into DCC
notifying them of the status of the fire, status of
personnel, etc. |If required, the DCA may order the setting
of mechanical and electrical isolation of conpartnents.
The personnel who acconplish these tasks normally either
menorize the information or carry |am nated sheets of paper
in a notebook which identifies the valves or circuit boards
that need to be operated to isolate the affected
conpart nment. The DCRS then sends out personnel to set
boundaries to prevent the spread of damage. RL teans are
deployed to the scene after dressing out in their
appropriate ensenble. If personnel must activate a
breat hi ng apparatus in order to enter a snoke filled space,
the tinme of activation nust be reported to DCC from the
repair | ockers. The On-Scene Leader (OSL), who is in
charge of the fire party and the area surrounding the fire,
reports these tines to the DCRS and any other inportant
event s usi ng handhel d radi os known as Wre Free
Communi cation Systenms (W FCOW).



The command officers
would have access to
computer displays or
Laptop machines
when power is out.

In addition, any officer

|] canuse a PDA to
access pertinent
information at any
level
CHENG
LI Persons at this level
and below would
Damage Control generally be using a
Assistant PDA device.

Again, any person
who picks up the
device can access
information at the
level pertinent to their
need

LEGEND:
DC=DAMAGE CONTROL

RS =REPAIR STATION
OSL =ON-SCENE LEADER

Figure 2.1 DC Organi zation

The DC | eadership nust preserve situational awareness
of all damage in their area of responsibility. OSLs nust
mai ntain the overall picture of the damage control efforts
in their area and pass this information to the DC chain of
command. OSLs pass information regarding the status of the
energency to the DCRS, who in turn pass it on to DCC so
that the DCA can maintain situational awareness of all
energenci es on the ship. DCC al so passes this information
to the other DCRSs in the event DCC is |ost. Al the

comuni cati on between DCRSs and DCC is nmde using sound-
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power phones, which sonetines require numerous attenpts to
pass the verbal information correctly. The DCA processes
each nessage that conmes to DCC and then other personnel
transfer that information to l|am nated draw ngs using
grease pencils so that all can see the current status of
t he energency. These sheets can be very hard to read and

under st and.

Throughout all this, investigators continue to search
the ship for the spread of damage and ensure boundaries are
set and then report the information using W FCOV. Fire
parties eventually wll contain the spread of damage, and
finally put the personnel will put the fire out. After the
damage has been controlled and the fire put out, the repair
state personnel overhaul the affected area. They begin
punpi ng out any excess water and snoke out fromthe ship.

It is easy to see the large volune of comrmunication
required for even the sinplest casualty. Addi tionally,
this communication uses out-dated nethods, which increase
the likelihood that many nessages nust be repeated or wll
be m sunder st ood. The sanme damage control tasks can be
acconplished in a nore efficient and predictable manner by
integrating PDAs and wreless LAN (WAN) into the ship
envi ronment . The following scenario describes a new

i mpl enent ati on.

In the new scenario, the OSL would carry a nobile
device such as a ruggedized PDA or a tablet PC connected
via a WAN into the Damage Control System (DCS).
| nvestigators and electricians carry a PDA with a built-in
canera with annotation features and wreless card while

command and control nodes such as the DCA and DCRS O ficers

10



have portable |aptops connected to the WAN that have
schematics of the ship. Thus, there is no requirenment for
comuni cations using difficult or anbiguous nethods, and
each nessage nust only be entered once and is automatically
transmtted to all the stations which require the

i nformati on.

In the above scenario, one can see several areas where
the process is nore efficient conpared with the current
practice. During topic devel opnent, the goal was to use
technologies that were readily available on the open
comercial market today. This assisted us in proving that
enornous inprovenents could be nmade by using only
commerci al -of f-the-shel f (COTS) equi pnent.

B. CURRENT NAVY PCLI CY ON W RELESS NETWORKS

The Pacific Fleet Conmander has stated that not enough

is known about wreless technologies so wuntil further

notice, W.ANs are no |onger authorized except on certain

ships as test platfornms. This was due to some security
concerns while using wreless technol ogies. Wth that in
m nd, however, the Navy values any technology that
i ncreases efficiency and |owers nanpower requirenents. An

exanple  of this is onboard USS HOMWARD (DDG 83).
engi neering machinery connects to the ship's l|ocal area
network (LAN) via a 802.11b wreless connection so that
ship’s conmpany may access the readings from a LAN
conmput er. [ 9] This concept, called Total Ship Manning,
nmeans that enlisted personnel now do not have to go down
into the engineering spaces unless a reading is not within

st andar ds.
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C. DAMAGE CONTRCOL AND LOG TAKI NG USI NG WLANS

Turkish Arny 1% LT Hanceri Sayat conducted thesis
research on damage control and |og-taking using Java for
shi pboard wirel ess LANs in Decenber 1999 [1]. This section
summari zes the inportance of wusing the Java architecture
for this systens network.

1. Java Architecture | nportance

“Wite Once, Run Everywhere”. That is what the
creators of Java were thinking as they worked to create a
| anguage to run on a distributed network. Sun M crosystens
devel oped a high level programmng |anguage in 1991 called
Cak. The intention was to create a small conputer |anguage
that could be used for devices that did not have much power
or menory. Constraints for the task were for the |anguage
to be relatively small, generate tight code, and make the
| anguage architecture neutral due to the different centra
processing units (CPUs). In 1995, QCak’s nanme changed to
Java. Java was subsequently transformed to take advantage
of the World Wde Wb (WA .

Java now is made for witing client/server and
net wor ked applications. This object orientated |anguage
was created to be platformindependent. It is inportant to
di stinguish that Java is tw different things with one
being the |anguage and the other being the Java Virtual
Machi ne. The Java architecture is shown bel ow

12



Java Source

Code

Java Virtual Machine

Parser

¥ Class Loader > Interpreter Handlers

Byte Code
Verifier

Java - .
Compiler > Class File

Java
Classes

Figure 2.2 The Java Architecture (From Ref. 1)

The Java Virtual Machine (JVM plays an inportant role
in the architecture. They do not physically exist but acts
as a programenul ating a software processor

Java’ s advantages are that it is sinple, secure, high
performance, nmnulti-threaded and distributed. It is sinple
because no unnecessary features are added and program
admnistration is mnimzed due to automatic garbage
col l ection. Java was designed to make witing bug-free
code easier. (bject-orientated programm ng neans that code
witers wll concentrate their efforts on the data in
applications and nethods that manipulate that data rather
than thinking in terns of procedures. Java is designed to
work in a heterogeneous networked environnent. Thi s
platform independence is needed when using different
har dware architectures. Security is an issue for java
because of its main use in a network. It offers high

performance because it uses a schenme that can run at full

13



speed w thout needing to check the run-tine environnment.
Java can be conpiled as quickly as C++ due to its conpiler.
Because the language is inherently multi-threaded that

al | ons mul titaski ng to occur .

Java Program

Java APls

Java Virtual Machine

Your Computer System

Figure 2.3 The Java Stack (From Ref. 1)

a. Appl et s
Java Applets are snmall prograns that are designed

to run inside other applications. Applets work well wth
networks that work with the WW because once downl oaded,
execution is quick on the user’s browser. The Application
Program Interface (APlI) is provided in java. applet package.
Appl ets can performthe foll owi ng tasks:

A. Applets can normally nake network connections to the
host they canme from

B. Applets running within a Wb browser can easily cause
Hyper Text Markup Language (HTM.) docunents to be
di spl ayed.

C. Applets can inprove public nmethods of other applets on
t he sane HTM. page.

D. Applets that are |loaded from the local file system
have none of the restrictions that applets |oaded over
t he network do.

E. Although nobst applets stop running once the user
| eaves their page that is not a necessity. [1]
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Applets do have sone restrictions, however .
Odinarily they cannot wite or read files on the conputer
that they are executing on, and they cannot make network
connections except to the originating host.

b. Servlets

Servlets are “a standard approach to extending
the server functionality without the limtations of CQ-
based or server-specific approaches”. The servlet can be
t hought of as a platformindependent 100% Pure Java server-
side applet. They run inside the Wb server and respond to
requests made from browsers. A plain HTM. docunent that a
Wb server retrieves is static; however, a servlet is

executed so that it may put out dynam c information.

Advantages of using servliets include platform

i ndependence, hi gh  perfornmance, extensibility, easi er
devel opnent better error recovery, portability, and
nodul arity.
D. COVPONENT TESTI NG FOR WLANS

This section sumarizes a NPS thesis done by MConnel
in 2000. It provides background information in Wreless
LANs, shipboard radio frequencies (RF).

1. WLANSs

W.ANs utilize RFs to transmt and receive information.
These el ectronagnetic waves comrunicate the information
without relying on any physical structures in between
except the WAP and the conmunication device. The
information being transmitted is nodulated onto a radio
carrier frequency. Modul ation is defined as varying the
frequency, phase, or anplitude of the carrier wave. After

the data is received at the WAP from the air nedium the
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signal is denodulated and regains its original form That

data then proceeds along the wired portion of the network.

Most WLANs wutilize what is known as spread spectrum
(SS) technol ogy. This technology is a wdeband radio
frequency technique developed by the mlitary for use in
reliable, secure, mssion-critical comunications systens.
SS trades off bandwidth efficiency for reliability,

integrity, and security. SS relies on the receiver know ng

the paranmeters so they may find the signal in the air
medium otherwise the receiver wll see that data as
background noise [2]. The two main types of SS are direct

sequence and frequency hopping known as DSSS and FHSS

respectively.

The IEEE created the 802.11 standard in February of
1980. This standard specifies Carrier Sense Miltiple
Access W th collision avoi dance ( CVBA/ CA) as t he
fundanmental access nethod. Basically, it is a “listen
before tal k” mechani sm neaning that the station w shing to
transmt nust first check to see the nediumis clear before
it is able to transmt. This schenme inplenents a m ni num
time gap between franmes from a given user. Once a frane
has been sent from a transmssion station, it nust wait
until the tinme gap conpletes before transmtting again.
Once the tine has passed, the station selects a random
anount of time to wait before checking the nediumto verify
it is clear to transmt. | f the channel is busy, another
waiting tine is selected which is shorter than the previous
waiting tine. This prevents one station from taking all
t he bandw dt h
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A single access point can support nultiple users;
however, the nore users that access the WAP, the |ower the
data rate will be for transm ssion. Types of antennas and
| ocation of the antenna are inportant because different
antennas transmt nore effectively in certain directions.
For exanple, one would not use a yagi antenna if attenpting
to transmt to a wi de area because the edges of the field
woul d not receive adequate coverage. Anot her antenna type

must be sel ect ed.

When roamng on a W.AN, an adapter nust be installed
into your device. They provide an interface between the
client network operating system and the airwaves. The
details of the transmssion are handled by the Medium
Access Control (MAC) and Physical |ayers of the Open
Systens Interconnection (OSI) nodel illustrated bel ow and
are transparent to the network operating system

Application

Presentation

Sessioni

Transport

Network

LLC Sublayer LLC IEEE 802.2
Data Link
MAC Sublayer
Ethernet Token Bus Token Ring . . . Wireless
Physical IEEE 802.3 | IEEE 802.4 | IEEE 802.5 IEEE 802.11

Figure 2.4 OSI Model (From Ref. 2)
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2. Characteristics of Shipboard RF Channel

Many i npedi nents exist onboard naval vessels that
preclude direct signal path propagation and heighten
mul ti path signal propagation. Miltipath propagation occurs
when an RF signal takes different paths when |eaving from
the source to a destination node [10]. When this occurs,
it is deenmed multipath fading and refers to a signal’s
random fluctuations or fading due to nultipath propagation.
The presence of nultipath conponents highly degrades
channel performance and conplicates analysis. Direct
propagation rarely exists in a shipboard environnent.

3. Shi pboard RF Channel C assification

Due to the conpartnentalization of the shipboard

environment, the assunption that fading wll occur is
accept abl e. These characteristics are dependant upon the
geonetry between the transmtter and receiver. The

shi pboar d RF si gnal shoul d exhi bi t sl ow f adi ng

characteristics.

The primary nethod to minimze susceptibility to deep
fading is SS nodul ati on.
E. RF PROPAGATI ON | N DAMAGE CONTROL SCENARI OS

Christos Deyannis and Dimtrios Xifaras, in their 2000
NPS thesis, neasured 2.4GHz propagation through diesel and
heptane fire, snoke, and steam in the nmachi ne space of ex-
USS SHADWELL. They found that the |largest attenuation

occurred when the water-m st fire extinguishing system was

acti vat ed. On average, the excess |oss reached the order
of 0.1 dB/m There was no ionization from the hydro-
carbon fuel fire to block the 2.4 GHz channel. A nore in-

depth explanation of their thesis may be found at the NPS

Li brary or online [11].
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F. | SSUES W TH USI NG VARI QUS TYPES OF MOBI LE DEVI CES

This section covers the inportance of cont ent
repurposing and the need for it when using a variety of
nobi | e devi ces.

1. | nt roduction

When the Internet was first created, content avail able
on the WW was alnpbst exclusively accessed by using
personal conputers. Now, people access online services
using a nultitude of devices such as cellular phones, PDAs,
pagers, etc. More than 600 different device profiles are
avai lable for accessing online content [4]! Sl ow speed
wireless, 2.5/3 G wireless, dial-up and local area wred
and wreless, and high-speed wired networks connections
enabl e these devices to transmt and receive data. Because
of significant differences in form factor and network
connectivity, accessing content designed for desktop
conputers does not work well wth nobile devices. For
exanple, a large image displays very well on the screen of
a desktop conputer, but when it is shrunk to fit small
screen of a PDA, it may lose inportant information. Al so
web pages designed for the screen of a desktop need to be
split into multiple small pages for PDAs. This requires
extensive rework of the original design

Content repurposing tackles this problem by taking
cont ent desi gned for a parti cul ar scenario and
automatically repurposing it to fit another. Fundarent al

to this approach is the need to maintain a single copy of
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the content in its original form and to repurpose the
content to fit the desired scenario in real-time and in an

aut omat ed fashion [4].

There are significant challenges in devel opi ng systens
that deliver nedia-rich information to a variety of
handhel d devi ces. Al'l  handheld devices are not created
equal . Whil e device mnmanufacturers strive to distinguish
their products from that of their conpetitors by adding,
i mprovi ng upon or even removi ng devi ce feat ures,
standardi zation efforts attenpt to establish sone conmon
gr ound. Between these *“ying and yang” forces, a mddle
ground energes where both the diversity and the standards

are significant.

Devices vary in display size, resolution, color
capabilities, 1imge and sound, table capabilities, and
navi gati on nethods avail able. Technol ogi es delivering
content to these devices nust conformto standards while at
the sanme tine acknowl edge and respond to the device
diversity. Schilit, Trevor, Hlbert and Koh (2002) provide
an introduction to the issues in delivering web content to
smal | devi ces.

2. Current Procedures

There are several procedures currently in use for
fitting information onto a small display:

1. Scal i ng: Scaling when used with devices of high
resol ution such as Pocket PC provide a user experience
simlar to desktop browsing. However, scaling reduces
readability and ease of use [12].

2. Manual aut hori ng: This technique involves the
content provider such as a professional Wb or graphic
designer tailors the Wb content to fit their
particul ar device [12]. Labor intensity makes this
option infeasible. QO her problenms in this method
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include the facts that it is expensive, takes too nuch
time, and leads to multiple, inconsistent versions of
t he content.

3. Transduci ng: This is automated technique that
translates HTML and inmages into another format. The
client device can indirectly request the data through
a proxy system Benefits of this nmethod include cost
effectiveness and allow access to content that web
providers do not manually author [12]. This neans
that the personnel running the user interface do not
have to spend the manhours to creating a website for
each specific device.

4. Transform ng: Transform ng systens nodify content to
transform the structure or experience of interacting
with the content. This system will nodify a page
layout by partitioning it into sub-pages and adding
links so that the user may navigate through them|[12].

5. Transcoding: Content is changed to a nore appropriate
representation such as reduced in size, cropped to
elimnate details, or converted to nonochrone. It
would also provide the user with information on the
original content wthout straining the client or

network capabilities [13]. Transcodi ng renoves
unessential or unrenderable data in order to neet
goals such as bandw dth reduction. This procedure

woul d occur at a proxy.

G CONTENT REPURPOSI NG

Content repurposing allows for different formats of
information to be displayed on a variety of platforns
wi thout having to wite nultiple code.

As explained above, a sinple approach to matching
content to device capability is to transcode the content.
For exanple, large imges best viewed on PC screens can be
reduced in size, converted to nonochrome or changed in
format so that they can be viewed on the small screens of
PDAs. Such transcoding is often inplemented at a *“non-

transparent” proxy. This proxy looks at the device
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profile, as defined, for exanple, by User Agent Profile
(WAP Forum 2001), and transcodes the requested content to
match the device profile. The process of transcoding,
however, is not the best way to transform content. Wi | e
it pays attention to the device profile, it does not pay
attention to the details of the content. Most | arge,
conpl ex i mages, for exanple, when shrunk to fit a snmall PDA

screens, wll display poorly.

What is missing from sinple-mnded transcoding is the
ability to wunderstand the content so that appropriate
transformation techniques can be applied to the source
content or the nost appropriate form of the content may be
selected, where nultiple forms of the source content are
avai |l abl e. A nore general process called content
repurposing covers these details (Singh 2004). Content
repur posi ng tackles this problem by taking content designed
for a particular scenario and automatically repurposing it
to fit another. Fundanmental to this approach is the need
to maintain a single copy of the content in its original
form and to repurpose the content to fit the desired

scenario in real-time and in an autonmated fashi on.

Content repurposing issues for imges from the
engi neering domain are explored in detail in Kasik (2003).
Ma and Singh (2003) have focused their attention to
preserving thin |line structures in large engineering
i mges, graphs, charts and maps as they are scaled to fit
smal | screens. Maheshwari, Sharma, Ramanritham and Shenoy
(2002) discuss the problem of matching client requests for
content by cached transcoded results. Instead of tagging

images wth explicit features, they subdivide entries based
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on a small set of client categories. Qur approach, as wll
beconme clear later in this paper, relies on tagging of
content and then repurposing it in real-tinme to match

client capabilities.

In their server-directed transcoding system Knutsson
Lu, and Mogul (2002) use guidance fromthe origin server to
the transcoding system possibly sitting at proxy, about
whet her and how to convert between content representations.
In their system they include nore aggressive inmage
transformati on such as cropping of inmages. Unless done very
carefully and with the full consent of the content author
such transformation runs the risk of changing the semantics
of the content.

Wen it cones to streaming content such as video,
content repurposing issues becone nore conplicated by the
fact that it is not only the device but also the network
characteristics that play a significant role in the user
experi ence. For an acceptable user experience, vVvideo
experience nmust not be interrupted because of fluctuations
i n bandw dt h. Vasudevan, Singh and Jesudoss (2002) and
Vasudevan, Thum and Singh (2003) propose a schene to scale
video to match the device and network capability. | nst ead
of dropping franmes randomy, they analyze video to rate
video franes and segnents on their relative inportance to
the semantics of the content, and decide what to ship and
what to hold back. Tripathi and d aypool (2002) wuse
content-aware scaling of video based on notion and other
appropriate factors. Their approach does not adapt to the

client capabilities.
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So content repurposing allows for the original content
to remain at the server and then different versions of it
will be shipped to different devices. The data requests
will be tagged so that when they reach the server, it knows
what to send to the device. The possibility exists that
different devices could enter into the DC network, so
content repurposing is a tool that allows for personnel to
receive the best quality information available but is

tailored to maximze their user experience depending on
what device they are using.
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111. SYSTEM DESI GN AND ARCHI TECTURE

This chapter describes the thought process leading to
the system design and architecture. The first portion wll
describe the system requirenents. Next, the paper
describes the nobile device chosen for the system Then
the software for the system will be discussed, and | ast
hardware requirenents will be mentioned.

A SYSTEM REQUI REMENTS

This system nust perform in a unique situation
conpared to other conputer networks. It nust be able to
neet the following criteria:

-Qperate in a shipboard environnent. The |arge anount of
steel in a shipboard environnent significantly reduces
the range of electronmagnetic transni ssions. Al so,
equi pnent nust be nore ruggedized to neet shipboard
and DC needs such as resistance to heat, salt, and
wat er .

-Multiple users. The system nust support nultiple users
inatinme-critical situation such as a DC

-Different types of nobile devices. Many different types
of nobile devices exist today. The future seens to be
even nore heterogeneous. All of these devices nust be
conpatible with the DC W.AN. These devices |like
desktop conputers are increasing their capabilities at
such a fast rate that we cannot stipulate that only a
m ni mal nunber of devices be used if we want the nost
ef fective devices for the Sail ors.

-Resilience. The system nust be able to continue
operating even if part of the systemis inoperable due
to damage, power |oss or other circunstances.

-Scal ability. This system nust be able to fit wvarious
di fferent system topol ogi es to neet specific
applications and installations. Confi gurati ons,

therefore, can easily change froma small network with
only a few users to a large network with nultiple
users [1].

-Mobility. Users anywhere within the ship nust be able
to transmt and receive information which is not
possi bl e when using only a wired network.
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-Mul ti-nmedia capabl e. Users will have the capability to
send and receive multi-nedia transn ssions.

-Security. The system nust neet all US Navy standards in
ternms of EM em ssions and be safe from hacki ng.

B. MOBI LE DEVI CE

As nentioned in Chapter |, the capabilities of nobile
devices, especially their ability to transmt and receive
mul ti media data, are pivotal to the success of the system
designed in this thesis. This section discusses the

rational e for choosing a nobile device for this system

There are many different PDAs available in the market,
with a wide variety of capabilities and functionality which
we had to balance in choosing one. The biggest design
decision is choosing which operating system we want our
nobil e device to use. Today' s PDAs use many different OCSs,
but PDAs based on the Palm OS domi nate the narket. In
addition, since Palm PDAs have been in use for many years,
their design has been revised several tines over to nake
them user friendly. Therefore, we decided to use a PDA
based upon the Pal m CS.

O her decisions are not as critical as the OS, but
nonet hel ess are inportant in the final performance of our
system Wiile many PDA's are beginning to have caneras
which can be attached, a PDA with a built in canmera gives
advantages in interoperability and ruggedness. The canera
should also be able to take high resolution pictures in a
f or mat whi ch can be used by many appl i cati ons.
Additionally, the chosen PDA nust be Ilightweight and be
smal | enough for investigators to easily store and
transport as they respond to energencies. It should also
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have long battery |ife, because during sonme casualties,
el ectrical power may not be restored for a considerable
time and failure of the nobile device due to power loss is

unaccept abl e.

1. Sony Cie

Figure 3.1 Sony Oie PEG NX70(From Ref. 17)

Based upon these criteria, we decided to use the Sony
Cie PEG NX70. This is a Palm OS based PDA, but its
display has nore of a Wndows CE “look and feel” to it,
which wll make it easier for a wide range of users to use
with mniml training. Additionally, the Cie is one of
the first PDAs to incorporate a canera with a flash into
the design of the PDA. The device is lightweight and fits
easily into the pants pockets of a uniform and the device
only weighs 220 grans. Gven its exceptional ergonomc
design and the built-in canmera, the Sony Cie was a natural
choice as our primary nobile device for the DC

i nvestigators.
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The Clie uses a Lithium lon battery, which is the
|l ongest lasting out of the nobst popular rechargeable
batteries currently available in the market. Battery life
ranges between one hour to approximately six hours of
continuous use when using functions outside of PIM such as

t he canera and voi ce recordi ng function.

The Sony die's built-in canera has a nmaxi num
resolution of 1600 x 1200 pixels (2 Mega pixels) in the
commonly used JPEG fornat. It is also capable of taking
short video clips at a resolution of 160 x 112 pixels and
replaying them at 320 x 240 pixels [14]. Unfortunately,
Sony does not distribute Application Program Interfaces for
its canmera, which neans programers cannot easily create
new applications for the users of the device.

Like any Palm OS based PDA, the Sony Cie can be
programed either using C++ or Java. There is a Software
Devel opnent Kit available at ww. cliedevel oper.com for the
PDA. However, in progranmng the Cie there are nmany
little nuances that have to neet both Sony standards and
the Palm OS standard. For exanple, in order to transfer
data, the programmng statenment had to be witten in an
exact nethod, otherwise it will not work.

The Cie also has several other features other than
those we |ooked at which will inprove its perfornance.
User input can be done in many different ways such as
stylus input, j og-di al , touch screen, and built-in
keyboard. This gives the user nunerous ways to input data
if in certain situations can not wuse the nornmal stylus
entry. The Cie s color screen is unique in that it can

rotate 180 degrees to protect it when being carried in a
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cl osed position, but then rotated open when in use. The

screen is an LCD (TFT) which is 5.5 inches diagonally.

The Sony Cie cones with 16MB of internal nenory and
also has 16 MB of ROM It also supports the Sony nenory
stick, which is portable nenory and can be inserted into
any Sony |aptop or canera. Sony Cie's uses an ARM
processor running at a speed of 200 MHz.

2. Wreless Card

The Cie has two ways to connect wirelessly with other
devices. The first is using WFI (802.11b) to connect to a
W.AN with a standard maxi num data transfer rate of 11 Mops.
The PEGA-W.100 is the standard 802.11b wreless card nade
by Sony for their Cdie line of products. The product is
WFI certified so it will be conpatible with other WFI
certified devices. However, for the browser to operate at
its maxi num capability using WFi, 6 MB of internal nenory
nmust be free. For other W.AN connections, Clie has built-
in Bluetooth capability. The current short range of
Bl uet oot h, however, does not allow it to be a viable option
for this DC network.

One problem discovered with data transfer is that when
transferring over 1 MB using this card is that the transfer
may be interrupted. This is due to limtations in the Palm
5.0 OS [20].

C. DEVELOPMENT OF THE SYSTEM

The architecture of this system should support
mul tiple users using PDAs, |aptops, and new upconi ng nobile
devi ces. The users nmust have the ability to send and
receive the following: annotated inages, text, voice,
drawi ngs, and nultinedi a presentations.

29



1. Type of Network
Different standard network topologies exist including
token ring, star, nmesh and bus as seen in Table 3.1.

Mesh Topol ogy
Devi ces are
connected wth many
r edundant
i nt erconnecti ons
bet ween net wor k
nodes. In a true
mesh topol ogy every
node has a
connection to every
ot her node in the
net wor K.

St ar Topol ogy

Al l devices are
connected to a

central hub. Nodes

conmmuni cate across
t he network by

passi ng data through

t he hub.

Bus Topol ogy
Al l devices are
connected to a (::> <i> <i> <i> {::)
central cabl e,
call ed the bus or
backbone.
Ri ng Topol ogy
All devices are
connected to one
anot her in the shape
of a closed | oop, so
t hat each device is
connected directly
to two ot her
devi ces, one on
either side of it.

Tabl e 3.1 Network Topol ogi es (From Ref. 15)

Each topology has its advantages and di sadvantages.

The mesh network has an ideal peer-to-peer

setup but
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because the system nust be nulti-media capable, the nobile
devices currently do not have enough processing power to

repurpose content by thenselves. The star topology has the

server in t he cent er recei ving and transmtting
i nformation, however, it does not have the resiliency if
the server is danmaged to continue transmtting data. The

bus and ring topologies are not resilient enough to damage

and so they would not be ideal choices for this DC network.

After examining the different types of networks, the
best network available today would be a hybrid of the nesh
and star network topologies. Because the server can
repurpose data and tinmestanp information, the information
should flow there first, however, if the server is damaged
then the other nodes nmust continue to operate in a degraded
st at us.

2. Data Transm ssion Medi um

In the system requirenents |isted at the beginning of
this chapter, sone of the key requirenents include nobility
and scalability. So the best current comercially
avai lable alternative is 802.11 because running a wred
network is not easily scalable and users have a difficult
time being nobile if tethered by a wre. Benefits of W.AN

are listed in Chapter 11.

As part of this system the ship wll have WAPs
t hroughout the ship so that wusers can input their
information from al nbst anywhere onboard the ship. Thi s
information will instantaneously update everyone involved

vice the mnutes it takes currently to get through all the

command and control points. Thus it is faster than the
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grease pencil and voice nethod used today discussed in the

background i nformation in Chapter |l section A

The system nust be able to support a varying nunber of
users. Revisiting the DC organization chart from Chapter
Two again in Figure 3.2, we see that the nunber of
potential users aboard a destroyer sized ship can vary from
twenty for a small casualty to up to 90 for a major

casual ty.

The command officers
would have access to
computer displays or
Laptop machines
when power is out.

In addition, any officer

|] can use a PDA to
access pertinent
information at any
level
CHENG
LI Persons at this level
and below would
Damage Control generally be using a
Assistant PDA device.

Again, any person
who picks up the
device can access
information at the
level pertinent to their
need

Al of the major decision makers, from the CO down to

LEGEND:

DC=DAMAGE CONTROL
RS =REPAIR STATION
OSL =ON-SCENE LEADER

Figure 3.2 DC Organization

each RS Oficer, wll need to be connected into the
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net wor k. Additionally, the On-Scene Leader, |nvestigator,
Electrician, and a nenber of the Fire Party from each RS
should be connected to the LAN. This nulti-user system
nmust be able to acconmmopdate all of these users and their
i nput s. The chosen architecture mnust be able to
accommpdat e al |l possi bl e nunbers of users.

3. Functional Di agram

Figure 3.3 is an exanple of an architecture where any
nobi | e device can connect with the DC server which in turn
wi |l repurpose the content depending on the device profile
and send the data to other conputing devices attached to
t he network. Different users within the DC organization
use different devices, based wupon the function they
perform For exanple, the DCA wll often use a laptop as it
is nore convenient for the work the DCA has to perform On
the other hand, an OSL requires the nmobility a PDA gives in

order to capture new content to send to the DCA
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Functional Architectural Overview
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Investigator 802.11x PDA

Device
Profiles
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Laptop/PDA
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Outputs:
User Specific

Inputs:

>
° Anno?ated 1mages + Annotated images
¢ Drawings ¢ Drawings
* Text o Text &
¢ Voice + Voice
¢ *

Multimedia

Presentation Multimedia

Presentation

Figure 3.3 Functional Architectural Overview

D. SOFTWARE

Qur goal is to inplenent an interactive, distributed
application infrastructure wth services represented as
conmponents with service interfaces.

1. Architectural Design

Qur high level goals while designing the architecture
are as follows:

-Code and design reuse: This reduces cost of new
devel opnent and provi des I ncrenment al qual ity
i nprovenents and establishes design best practices
t hat everyone in the organi zati on understands.
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-Rational functional deconposition: Every class in the
design plays a clearly defined role in the
appl i cation. This clarity facilitates maintenance,
i npact anal ysis and system ext ensi on.

-Extensibility: The system should be easy to extend
keepi ng up the growt h of the organizati on.

-Modul arity: Modular design helps maintainability and
testability. It makes it easy to divide work within a
team and provides opportunities to plug in new nodul es
easily from either third parties or developed in
house.

- Conmon | ook-and-feel: Helps users to use experience to
navigate better while searching w for desired
information or functionality. This al so makes easier
to add new user interfaces.

-Persistent data should always be consistent: The system
design fulfils the above goals by using Model-View
Controller design pattern to separate form function
and data to divide into multiple tiered, functional
nodul es. Model — View Controller is a design pattern
derived from the Smalltalk conputer | anguage. It is
designed to change the User Interface w thout having
to change nuch of the code for the program]|[16].

2. Java

Java is the |language of choice for this system
Reasons for this choice include the nunber of devices that
can be added to the system Java's portability and ease of

adaptability nmake it easier to adapt the code for different

i ncom ng devi ces. Java also works well with web browsing
which wll be the nornal st andard interface for
applications in this system Java is also an object

oriented programm ng | anguage, making the use cases

nment i oned above easier to inplenent.

This high-level Unified Mdeling Language architecture
in Figure 3.4 is a solid foundation for future projects in

this area if using Java:
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Figure 3.4 UML Architecture of DC Network Using Java

E. HARDWARE

This section discusses the hardware system design for
shi pboard i npl enent ati on.

1. Design Criteria

This system nust neet all of the followng criteria
during extrenme circunmstances such as |loss of power to the
ship’s electrical system or |oss of comunications between
areas of the ship:

Resi | i ency

802. 11b wirel ess access

1000 BaseT( G gabit) backbone network.
Conmpl i ance with standards

Construct with COIS conponents

Mobi ity

Security
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2. Physi cal Layer

US Navy ships have specific issues for WLANs that nust
be addressed that are rarely, if ever, faced in the
commerci al worl d:

-Problem of wreless communication wthin a stee
structure

- Probl ens related to EM / RFI em ssi ons such as
Operational Security

-Network | oads and bandwi dth utilization

-Survivability of the network during conditions which are
likely to arise during battle, such as an extended
power outage, shock from explosions, heat from fires
and water from fl oodi ng.

In Figure 3.5, one recommended hardware architecture
design is presented. It neets the requirenents nmentioned
previously in this section about resiliency and the ability
to transmt enough information to and from users. The red
line across the mddl e denonstrates the redundancy because
if one portion of that network were to be destroyed or cut
off from the rest of the network, the other side wll
continue to operate autononously. The only problem with
this architecture is the tineline could be skewed from
actual events while part of the systemwas not operational.
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HARDWARE ARCHITECTURE
Physical Architecture showing redundant system
interconnection. This drawing shows two
switches and 3 server/database combination
boxes. This could be extended to meet
requirements of the the target ship.

‘Switch Description

The switches and the servers would be co-

located. The switches need to be highly -

intelligent switches possibly level 4 switching. = ‘ Database
AP

Ik

[~

Damage Line \

Using this architecture, the
ship could be literally cut in
half and the system would
continue to work.

Aft Server

ems Catalyst 8510 (R)

Database

il

cofjoo

PDA

AN

e Server

/

Redundancy Requirements

1) All servers and Switches have independent
UPS systems

2) all WAPs are battery powered + Ship’s power
3) Switches are fully redundant internally

4) Session persistence is maintained at the
switch level

~

Ea— \
Midships Server

Cisco Systel

ns Catalyst 8510 (R)

Database

Database Description
The databases are fully redundant. As a
transaction is logged on one server, it is
shadowed to the other two. Itis probable that
the data storage would be accomplished using
NAS technology.

Workstation DRAWN BY
Jim Guild

Figure 3.5 Hardware Design for DC Network

WAPs only have approximately 300 ft range in nornal
conditions. \Wen onboard a Navy ship, the steel structures
often act as a waveguide and prevent signals from
propagating effectively and creating multi-path effects.
Another way to solve this problemis to place a specially
designed w reless repeater or access point on each of the
bul kheads adjoining another conpartnent we can create the
appearance of a continuous network throughout the ship.
The 802.1l1a standard would be the best suited protocol for
these WAPs due to possible interference in 802.11b
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t ransm ssi ons. 802.11a has separate distinct channels
which is better suited for nultiple users whereas 802.11b
channel s overlap each other which could lead to
i nterference. Al so, 802.11a transm ssions have a higher
data rate which is needed for applications such as video
stream ng. However, further research is needed since this
alternative may not be cost effective because of the extra
WAPs needed, and the extra WAPs m ght cause other issues
with operational security, although 802.11a does have a
shorter transm ssion range. Also, this would be a problem
since Sony currently does not have a wreless card that
supports 802. 11la.

Each WAP consists of
a passthrough device
and a broadcast
antenna on each side
of a metal bulkhead.

Each WAP is powered

° by ship’s power but
! Any Ship's compartment contians sufficient
PDA battery for 8 hours of
L operation.
1):a WAP: would:-be located: on-an:adjoining
bulkhead of: each of: each compattment.
b L
3 3. ol & pow ered and battery E
e \
-t
o itety-silenced for ENII/ . . . ‘
sting 1 1
i
a:self-healing networ . ! !
A DA PDA

Users located in any
compartment of the
ship have access to
the wireless network
via their nearest WAP

Each user would be

presented with a
O menu page and would
< select their type of
—_— interaction based on
A pair of servers their role
% located in separate —
/7% compartments on
opposite ends of the

ship would act as a
clearing house for
information

Figure 3.6 WAP Solution to Conbat Multipath Effects

The wireless repeaters nust be capable of operating
on battery backup for at |east eight hours of operationa

time due to the lengthy nature of certain DC situations
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such as mass conflagration. The redundancy built into this
architecture allows continued connectivity even in the
wor st case scenario, which is shown in Figure 3.7. Thi s
shows a mass conflagration situation onboard a US Navy
shi p, showing how quickly a DC situation can nove from bad
to worse. This diagram shows three repair stations wth
three separate fire fighting activities being managed
simul taneously by the DCA Such scenarios require the
system to have sufficient redundancy built into it such
that if the aft portion of the ship has lost electrical
power, then the forward portion of the ship wll still be
hooked into the network and DC operations can conti nue.

Using mobile devices to increase damage control situation awareness
Hypothetical Situation

Damage Control Assistant

B Command O Sickhay W Main Battery
B Other Machinery B Electrical O Storage

B Pumps @ Passageway B PeakTank
O Stateroom B Head B Chain Locker
O Wiring B Ammunition

USS IOWA (1945) B Laundry Fire Roam
O Crew's Mess O Engine Room <

B Workshop B Uptake =
B Handling Room Pt
B Steering

B uarters

B “-
e
LLITTTT

http://www.battleship. Articles/| lass/Cutaway.htm

I
\ Forward Damage Control Locke

Aft Damage Control Locker

Figure 3.7 Exanple of ship during mass confl agration

So, now the situation with the nobil e devices and W.AN

installed aboard ship, yields different results than the
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antiquated status quo. Once a casualty was to occur, DC
per sonnel would go through their standard operating
pr ocedur es. The investigators would go and take pictures
of the danmage and then send out those annotated jpegs back
to the server. The server would take those inages and
repurpose them to send out to the other devices on the
net wor k. O her DC nenbers would use their devices to nake
their reports such as manned and ready and the fire being
cont ai ned. The devices would also be used to respond to
orders sent from superiors. I nstead of having to send the
communi cations verbally through all the conmand and control
nodes, the information would appear near real-tine at each
node. The OSL <could also use the canera to video
conference wth other DC |eaders once protocol and
bandwi dth issues are resolved. This data transm ssion
would also go back to the server and be repurposed
depending on whether the video conference was going to a
PDA or a |aptop. Errors in verbal and witten
m scomruni cation would then be less likely to occur due to
conmput er inputs.

The next chapter wll focus on the human factors
issues when nobile devices are used and discuss sone
research results from a survey posted to US Navy personne

i nvol ved i n Damage Control
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| V. HUMAN FACTORS

A | NTRODUCTI ON
Human factors considerations are key to devel oping
successf ul systens but often they are neglected by

devel opers. Rarely does testing and evaluation of a system

only go beyond its hardware and software. Consi der ati ons
such as anthroponetric characteristics (i.e., human
physi cal di mensi ons), sensory factors (i.e., si ght,
hearing, etc.), physiological factors (i.e., inpact from

environnmental forces), psychological factors (i.e., needs,
expect ati ons, attitude, noti vati on, etc), and their
interrelations are very inportant [14] but not considered
of t en enough.

The purpose of this chapter is to highlight the human
factors unique to using nobile devices in a DC environnent.
This is a broad overview and further research wll be
needed to determne human factors design criteria for
future devices and training users with these devices to
opti m ze usage.

B. HUMAN FACTORS AND DC
Fi gure 4.1 shows a possi bl e flow of t ask

consi derati ons anong hardware, software, and the user.
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Functions
allocated
to
hardware/software

Operational requirements maintenance
concept

requirements allocation
* Operational Functions

* Maintenance Functions

Environmental
considerations

* Economical
* Political
* Societal

* Technological

Functions
allocated
to the
human being?

Personnel Factors

* Anthropometric Factors
* Human sensory Factors
* Physiological factors

* Psychological factors

* Other factors

Hierachy of human activity

* Job operations
* Duties

* Tasks

* Subtasks

* Task Elements

A

Human factors analysis

Task, timeline, workload,
error, and safety analyses

Personnel requirements
quantities and skill levels

System

design and development

Figure 4.1 Human factors requirenents

(From Ref. 14)

44




Human factors play an inportant role in such a tinme-
sensitive task like DC. The only way to reduce this stress
is to practice the critical events with repetition so that
t hese actions beconme second nature to the DC personnel.

1. Sensory Factors

Vision and Hearing play the two nost inportant roles
in the human-machi ne interface for system design [14].

Vision or sight, when determning proper system
design, is a very inportant sensory capability. I n normal
situations, humans have 95 degrees vision to either side
peripherally but the optimum is 15 degrees [14]. When
wearing a breathing apparatus, a person’'s sight is
restricted peripherally. The mask of a breathing apparatus
restricts a person’s peripheral vision to approximately 60
degrees to either side. So for maxi mum effectiveness, the
device used for this system should be within the user’s

opti mum vi si on |ine.

Vision is stinulated by the el ectromagnetic radiation
of certain wavelengths in the visible portion of the
el ectromagneti ¢ spectrum [14]. The eyes see different
lines with varying degrees of brightness. \Wen |ooking at
colors, one can see all <colors while |ooking straight
ahead. As viewing angles begin to decrease, color
perception begins to decrease horizontally and vertically
[ 14] . Therefore, when using the nobile device, ensure the
device is within the optinmum tolerances from line of sight

for nost effective utilization.

One solution is to create a device that would project
the screen of the PDA magnified on to the mask of the
breat hi ng devi ce. Currently, a product exists where a
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projection attachment will put the screen of an attached
PDA on to the lens of glasses [16]. This is in the
begi nning stages of developnent, though it |ooks viable
cormercially within the next year or two. Al so, anot her
option is Harm ess Hazards Training has created a standard
br eat hi ng appar at us outfitted W th an advanced

vi sual i zation display [17].

The other sense that human’s nmainly rely upon is
hearing. Noise can be a distracter and interfere with work
acconpl i shnent [ 14]. Noise is an inportant factor when
entering spaces such as an engine room that routinely have
equi pnent that produces noise over 100 dB. This proposed
conputer network allows users to function w thout verbal
conmuni cation in such environnments. I nformation can be
exchanged using canera, annotations or textual neans via
the nobile device. This way, other wusers may receive
i ncom ng nessages wi thout having to filter extraneous noise
fromthe nmessage as with current procedures.

2. Physi ol ogi cal Factors

Stress refers to any aspect of external activity or
environnment acting on the individual (who is perform ng
system tasks) in such a nmanner as to cause a degrading
effect [14]. Some causes of stress include tenperature

extrenes, humdity, vibration, noise, and other factors.

Tenper at ure extrenes are detri ment al to wor k
ef ficiency. As tenperature increases above the confort
zone (e.g. 55 to 75 degrees F), nental processes slow down,
not or responses slow, and the likelihood of error increases
[ 14]. The designer nust nmake applications and devices
sinple to use because of the high tenperature extrenes that
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the DC personnel nust deal wth when in firefighting
ensenbl es where space tenperatures nay be over several

hundred degrees Fahrenheit.

The consequences of noise and inpact on hunman
efficiency were |isted under sensory factors but nmentioned
agai n because high steady or intermttent |evels of noise
may have a highly degrading effect on human perfornmance
[ 14] .

Devices used in the system nust be able to wthstand
heat, salt, water, and should be rugged enough to wthstand
heavy i npacts. The device nust also have sufficient
illumnation to be usable even in thick snoke. In the
extreme situations, the device should be able to float,
allowing retrieval if dropped in water.

C. W RELESS USE RULES
Research has shown that there is a range of recurring

interaction rules unique to wireless use [15]:

- | medi acy. Wreless solutions need to address an
i medi ate need in an i medi ate fashi on.
-Locality. Despite being a global i nfrastructure,

wirel ess use is dom nated by | ocal objectives.
-Performed Use. Ease of use is inportant but also how do
| | ook when using the device.
- Personal & Wrk. To be able to use the device in both
portions of a persons life.

-Nomadi ¢ Trade-off. Difference between being in one
pl ace versus bei ng nobile.

- Connectivity. Being away from people, however, being
able to connect with themat any tine.

- Hurmran- i n- Cont ext I nterface. Desire to i ncl ude

surroundi ngs or others within the comunicati on.

From the above list, immediacy and nonadic trade-off
apply to this DC W.AN. When using a wreless product, the
user demands efficiency and speed from the user interface.

O herwise, the wuser thinks time is being wasted and
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information is not being transmtted. Nomadic trade-off is
the differences that users experience between a desktop
versus a nobile environnment. Users nust realize that the
nobil e devices can do a lot but they are not desktops.
They do not have all of the functions that a desktop has
and they have to | eave that paradi gm
D. | SSUES W TH USI NG MOBI LE DEVI CES

The purpose of this section is to discuss the current
l[imting factors of using nobile devices.

Screen size of the Sony Cie is 5.5 inches. It may
seem too small to people used to |arge desktop displays.
However, as nentioned in the sensory factors section of
this chapter, where appropriate, a visor that projects the
screen of the PDA on a head-nounted display maybe used.

Battery life of PDAs is relatively short. Thi s neans
many Lithium lon battery back-ups would be needed.
Experi ence shows when using the Sony Cie in only the
camera node have resulted in less than one hour of battery
life. Conmbi ning that with a connection to an 802.11b W.AN
drains even nore battery power. To be effective, battery

life must be at least eight hours while using all of the

capabilities. As new battery t echnol ogy becones
coormercially available, we expect the battery life to
i nprove.

W found Sony Clie to be the best device for our
pr oj ect t hat requires nultimedia information to be
exchanged. Oher devices had to install a camera through a
conpact flash card slot or add a wireless card. The size
and wei ght of the Sony Cie are also quite suitable for use
in DC applications. However, the PDA is fragile and when
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the systemis installed onboard Navy ships, it nust becone
nore ruggedi zed. It can be encased in a rugged casing or
jacket to make it withstand the tough ship environnent.
E. FUTURE RESEARCH | N HUMAN FACTORS

More testing should be done with DC trainers and fire
fighting trainers to see how personnel will react to many
stimulants and also to practice using nobile devices in
different scenarios. This will also help to test the
mobile device to ensure that the form factor and
applications are best suited for any DC energency. A wi st
mounted nobile device naybe a better form factor for DC
users for certain types of activities. O her avenues
include nore research in the area of the PDA screen being
magnified on the mask of the breathing device. Al so,
flexible organic light emtting displays (FOLEDs) nmay be a

future option for the screens of nobile devices.
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V. CONCLUSI ON

A SUMVARY

Despite the trenmendous popularity of handheld devices
and wireless networking, their utility is quite limted.
There are several thousand PDA applications available in
the market but users use only a handful of these. Wth the
proper application focus and design, PDAs and wreless
networking can be put to a nuch better use. In devel oping
the DC architecture and application, special attention was
paid to the follow ng:

* I nproved communi cation — Currently sound- power phones

are the primary node of comunication. G ven the gear
t he DC personnel have to wear and the anbi ent noise
due to the damage, it is difficult and unconfortable
to use the radios. The DC personnel have to speak

| oudly and repeat thenselves nmany tinmes to be heard
and understood. In addition to the physi cal
difficulty of verbal conmunication, it is very
difficult to convey certain types of information.
This systeminproves the status quo by using a

mul ti medi a devi ce, capable of capturing |ive inmages,
enabl i ng annotations and real -tine delivery to the
point of control. This overcones many of the problens
of the current systens.

e Better si tuati onal awareness — Currently grease

pencils are used to mark positions and damage on paper
sheets and | amnated drawings in DC Central. This is

based on the information received via sound-powered
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phones up a long chain of nodes. This information is
then communicated to the various DCRSs via sound and
mar ked | am nated sheets. In this system al |
information is conveyed in multinmedia through the use
of Wi rel ess. This conpletely elimnates the
difficulties of the current systens and provides a
much better situational awareness for all involved in

DC operati ons.

* Enhanced safety — In today’'s DC situations, several

fire and snoke containnent boundaries have to be

violated due to the use of sound-power I|ines. Thi s
increases the chances of spread of danage. I n
addi ti on, the information of hazards or ot her

i nportant property in the vicinity (such as storage of
expl osives or other flamable materials, and |ocation
of personnel) is difficult to comunicate to the DC
per sonnel . Gven that our system uses wreless
networking, fire and snoke containnent boundaries do
not have to be viol ated. In addition, since nmaps and
sketches can be shared in the team |ocation of

hazards can be easily identified and conveyed.

This project has presented an architecture for a
mul ti -device DC WL.AN. The system is scal able, multi-user,
wireless, nobile, and nulti-device. O her advantages of
our system include that it can be inplenented using COTS
equi pnent leading to |low cost and inexpensive to naintain.
It can also be enployed for other uses such as allow ng
ship’s supply personnel to inventory itens wrelessly using
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ot her nobile devices. Al so, nore engineering equipnent
could be tracked through the WAN Ilike the experinent
onboard USS HOMARD ( DDG- 83) nentioned in Chapter 11

After researching the available PDAs on the nmarket,
the Sony Clie seenmed to be the best conmercially available
device for this project. The product had a voice recorder,
built-in canmera, 802.11b card, and a video recording

capability.

There are sonme disadvantages associated wth this
system Security is a large issue for wreless
conmmuni cati ons. Until the US Navy is confident that the
system wll be secure from electromagnetic radiation
detection and also not easily hacked, it will not instal
any WLANs on to its warships. Also, there is currently no
device that neets the demands of DC personnel especially in
terms of heat, water, and ruggedness. Battery life of the
nobil e device is a major issue. Cost to initially fund the
system could be relatively high due to the effects of
mul ti-path fading onboard ships. The reason for this being
the large nunber of access points needed. However, a
design for a new type of access point was offered in
Chapter 111 in the hardware requirenents section as a
possibility for effectively covering the ship.

B. FUTURE RESEARCH

In the current version of our system we are using
existing technology to develop an application that
addresses sonme of the nost difficult challenges for damage
control application onboard Navy ships. In the near
future, a screen nmagnification system can be integrated

into the mask of the breathing apparatus. This way the OSL
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woul d not constantly have to |look down at the PDA screen
and strain their eyes in a highly stressful situation.
Anot her reason for having the magnified screen onto a mask
will be that the PDA screen size is normally too small for
the OSL to use. The display has to be easy to use and see
all the new information that is being transmtted. I f the
di splay were on the face of the mask, personnel would not
have to try to look at the screen in darkness or through
the snmoke of the fire. Al so, alternate ways of providing
i nput should be explored so that stylus input does not have
to be used all the tine. The stylus is too hard to use
when using gloves or when the user’s hands are wet either
from perspiration or water

C. CONCLUSI ON

The possibilities of utilizing WANs and nobile

devices for DC are just beginning. Much nore testing can
and should be done. The overall benefits of PDAs and
wireless networks wll drive the mlitary to continue
experinmenting and fielding systens that wll greatly

i nprove the status quo.
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